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Full chart available for download at: www.foley.com/state-data-breach-notification-laws 
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Duty of Care Risk Analysis 
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Three Stories 

ÅTarget 
ïPassing PCI ROC  
ïInfamous breach of 40M credit cards 
ïOver 1M cards used fraudulently with over $57M stolen 
ïFines and lawsuits over $100M 

ÅUniversity of Pittsburgh Medical Center 
ï22,000 employee records breach 
ïHundreds of employees had identity fraud 
ïLower court and Appellate court found no negligence 

ÅLifeLock 
ïPassing PCI ROC 
ïNo security incident or data breach 
ïFTC fined them 100M 
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The Communication Gap 
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Presenters 

Jennifer Rathburn 

Partner 
Foley & Lardner LLP 

Senior Partner 
HALOCK Security Labs 

MODERATOR: 

Terry Kurzynski, 
CISSP, CISA, PCI QSA, 
ISO 27001 Auditor 
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Agenda and Introduction 

ÅWhat is Duty of Care? 

ÅJudgment Day; The Questions 

ÅDuty of Care Risk Analysis Explained 

ÅThe Origins of Risk in Modern Legislation 

ÅCalculating Acceptable Risk 

ÅCurrent Security Assessments Are Failing Us 

Å²ƘŀǘΩǎ bŜȄǘΚ 

11 11 

What is Duty of Care? 

ÅIf you are breached and your case goes to litigation, the judge 
ǿƛƭƭ ŘŜǘŜǊƳƛƴŜ ǿƘŜǘƘŜǊ ȅƻǳ ƘŀŘ ŀ άŘǳǘȅ ƻŦ ŎŀǊŜΦέ   

Å¢ƘŜ ƭŜƎŀƭ ŎƻƴŎŜǇǘǎ ƻŦ άduty of careέ ŀƴŘ άŘǳŜ ŎŀǊŜέ ǊŜǉǳƛǊŜ 
that organizations demonstrate they used controls to ensure 
that risk was reasonable to the organization and appropriate 
to other interested parties at the time of the breach.   
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But the FTC Failed to Define Reasonable 

Å2013 FTC files complaint against LabMD for failing to protect the security of 
ŎƻƴǎǳƳŜǊǎΩ ǇŜǊǎƻƴŀƭ Řŀǘŀ 

ÅC¢/ ŀƭƭŜƎŜǎ ǘƘŀǘ άLabMD failed to provide reasonable and appropriate security for 
ǇŜǊǎƻƴŀƭ ƛƴŦƻǊƳŀǘƛƻƴΦέ  

Åнлмп IƻǳǎŜ /ƻƳƳƛǘǘŜŜ ƘŜŀǊƛƴƎΤ άC¢/ ŘƻŜǎƴΩǘ ƘŀǾŜ ŀ ŎƻƳǇǊŜƘŜƴǎƛǾŜ ƛƴŦƻǊƳŀǘƛƻƴ 
ǎŜŎǳǊƛǘȅ ǇǊƻƎǊŀƳ ǘƻ ǊŜŦŜǊ ǘƻΦέ 

Å2016 LabMD filed a petition for review 

ÅJune 2018 Federal appeals court reverses FTC order directing the now defunct 
LabMD to overhaul its data security program 

13 13 

Multi-Factor Balancing Test 

ÅJudges use the multi-factor balancing test in negligence cases 

ÅWas there a duty of care obligation? 

ÅWas due care performed adequately? 
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Factors for Multi-Factor Balancing Test  

(1) the injury is too remote from the negligence ; or (2) the injury is too wholly out of proportion to the culpability of the negligent  tortfeasor; 
or (3) in retrospect it appears too highly extraordinary that the negligence  should have brought about the HARM ; or (4) because allowance of 
recovery would place too unreasonable a burden on the negligent  tortfeasor; or (5) because allowance of recovery would be too likely to open 
the way for fraudulent claims; or (6) allowance for recovery would enter a field that has no sensible or just stopping point.έύ on the defendant of 
taking precautions against the risk, (9) the ŘŜŦŜƴŘŀƴǘΩǎ ability  to  exercise due care, (10) the consequences on society of imposing the burden on 
the defendant, (11) public policy, (12) the normal expectations of participants in the ŘŜŦŜƴŘŀƴǘΩǎ activity, (13) the expectations of the parties and of 
society, (14) the goal of preventing future injuries by deterring conduct in which the defendant engaged, (15) the desire to avoid an increase  in  

litigation , (16) THE DECISIONS OF OTHER JURISDICTIONS, (17) the BALANCE of the foreseeable risk of injury versus the burden of preventing it (i.e., 
the Learned Hand formula), (18) FAIRNESS, (19) logic and science, (20) the desire to limit the consequences of wrongs (expressed in New York as the 
desire to curb the likelihood of unlimited or insurer-like liability), (21) the hand of history, (22) ideals of morality and justice, (23) the convenience of 
administration of the resulting rule, (24) social ideas about where the ǇƭŀƛƴǘƛŦŦΩǎ loss should fall, (25) whether there is social consensus that the 
ǇƭŀƛƴǘƛŦŦΩǎ asserted interest is worthy of protection, (26) community mores, (27) whether the injury is too remote from the ŘŜŦŜƴŘŀƴǘΩǎ conduct, (28) 
whether the injury is out of proportion to the ŘŜŦŜƴŘŀƴǘΩǎ wrong, (29) whether the imposition of a DUTY would open the way to fraudulent claims, 
(30) whether the recognition of a duty would enter a field with no sensible stopping point, (31) the cost and ability to spread the risk of loss, (32) the 
ŎƻǳǊǘΩǎ experience, (33) the desire for a reliable, PREDICTABLE, and CONSISTENT BODY OF LAW, (34) public policies regarding the expansion  or  

limitation  of  new  channels  of  liability , (35) the potential for DISPROPORTIONATE RISK and reparation allocation, (36) whether one party 
had superior knowledge of the relevant risks, (37) whether either party had the right to control or had actual control over the instrumentality of 
harm, (38) the degree of certainty that the plaintiff  suffered  injury , (39) the moral blame attached to the ŘŜŦŜƴŘŀƴǘΩǎ conduct, (40) the 
FORESEEABILITY OF THE PLAINTIFF, (41) economic factors, and (42) a consideration of which party could better bear  the  loss . 
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Multi-Factor Balancing Test 

ÅWhat they all have in common 

ïSocial Utility 

ïWas the Risk Foreseeable 

ïPotential Impact or Injury 

ïBurden of Safeguards 

ïRelationship Between the Parties 
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Preparing for a Data Breach 

ÅThe day you are sued for a data breach, 
you will be asked eight questions that 
you will want to be prepared for.  

17 

Question 1 

ÅWas the breach against the plaintiff foreseeable? 
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Question 2 

ÅDid you consider the impact of the foreseeable harm that this 
breach could have caused? 

19 

Question 3 

ÅWhat did the public and the injured parties gain by you 
engaging in the risk? 
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Question 4 

ÅWhat did you gain by engaging in the risk that led to the 
breach? 

21 

Question 5 

ÅWhat alternative safeguards would have mitigated the risk? 
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Question 6 

ÅWould those alternative safeguards have imposed an undue 
burden on you? 

23 

Question 7 

ÅHow well would these alternative safeguards have reduced the 
risk of harm (impact)? 


