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iFOLEY State Data Breach Notification Laws

This chart should be used for informational purposes only because the recommended actions an entity should take if it experiences a security
event, incident, or breach vary depending on the specific facts and circumstances. Further, data breach notification laws change frequently. The

chart is a summary of basic state notification requirements that apply to entities who “own” data. This chart does not cover non-owners of data.
If you do not own the data at issue, consult the applicable laws and contact legal counsel.

This chart also does not cover:

= Exceptions based on compliance with other laws, such as the
Health Insurance Portability and Accountability Act (HIPAA) o
Gramm-Leach-Bliley Act (GLBA).

= Exceptions regarding good faith acquisition of personally
identifiable information (P11) by an employee or agent of an entity
for a legitimate purpose of the entity, provided there is no further
unauthorized use or disclosure of the PII.

= Exceptions regarding what constitutes PlI, such as public,
encrypted, redacted, unreadable, or unusable data. The chart
indicates whether a safe harbor may be available for data that is
considered public, encrypted, redacted, unreadable, or unusable,
but the specific guidance will vary based on the circumstances.
For example, some states have a safe harbor only for data that is
encrypted, whereas other states may have a safe harbor for data
that is encrypted or public.

= The manner in which an entity provides actual or substitute
notification (e.g., via email, U.S. Mail, etc.).

= Requirements for the content of the notice.
= Any guidance materials issued by federal and state agencies.

= A comprehensive assessment of all laws applicable to breaches of
information other than PII.

For more information about state data breach notification laws or other
data security matters, please contact your Foley attorney or the following

Jennifer Rathburn
Milwaukee, Wisconsin
414,297.5864

Aaron Tantleff
Chicago, lllinois
312.832.4367

Chanley Howell
Jacksonville, Florida
904.359.8745

Michael Overly
Los Angeles, California
213.972.4533

Jennifer Hennessy
Madison, Wisconsin
617.502.3211

Steven Millendorf
San Diego, California
858.847.6737

Thomas Chisena
Boston, Massachusetts
617.502.3224

Samuel Goldstick
Chicago, lllincis
312.832.4915

The chart does not constitute fegal advice or opinions. The receipt andor
review of this chart do not create an atformey-client relationship.

Full chart available for download at: www.foley.com/state-data-breach-notification-laws
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Return &

State of Residence Californi

Statute Cal. Civ. Code § 1798.80 ef seq; Cal. Health & Safety Code § 1280.15

(A) An individual's first name o fiest nitial and his of her Last name in combination with arty one or more of the following data elements, when either
the e o the daa clomens ronckt encryped: (1) Socll Secery mumbr; 2) s Koons evanber o Cadoria iaricaion card b, )
Scount numbe,credht o bt urd umber. i combnation with 3 ecuied securty code, ccess code, o passmed hal wook permi cces 1 41
Todiiuat il scooonts (4) medical nkmaton: (5) heath ncance ikemasion 16) ikeraaion o dut comected Uough te vae o spersion f
an automated ficense plate recogntion system, = defined n Section 1796.90.5

(B) A username or email address in combimation mith a password or security question and answer that would permit sccess to an online account
Definition of “Personal

Information™

sections

-Specific

For clcs. hasth e, home b hospices licen 204, 1250, 1725, or 1745 of the Cal, Heaith & Safety

Code, the Medical Iformation Breach Notication satuts may agpl. The tatue 305k to patients medica informaton

“Medical mfrmation” means any indimdusly denfabe nformaton, i eecsonic or physical form, i possession of o G from  prowder ofhea
lcompany, o conrackorgacing» patinC’ medical ey, mantal o byl condion, ottt

ooy dertsfase” mases het e medicaiformation ontio sy sement o parsral identiyiog formston suffcient o sllom

e inividua, such a5 e patent’s e, adchess, sichrenic el hone number, or Social Security number, of other
fadermation the, ot or 1 combination with Gihir lcy Svlebe Ikormation, evststhe Inoiduar Kesity

Unauthorized acquaition of computerized data that compromises the securty, confidentiaity, o integrity of personal information maintained by the

Definition of “Breach™

Medical Information-Specific Statute
Unlawful or unauthonzed access to or use or disclosure of a patient’s medical information, whethes in paper or electronic form, trggers the
notification requrement

Analysis of Risk of Harm | NONE

Safe Harbor for Data
that is Encrypted,
Unreadable, Unusable, | Medical Apcliz Stajude " o
 actedn There s not an expisct exception for information that fs encrypted, redacted, or made ureadable

Yes - in certain situstions depending on the factual circumstances.

T disclosae shal be made n the mod xpedsent e poswle #d wihcutunveasonatie ea,conssten wit the egtimateneeds of
entorcement or any messures necessary to determine the scope of the breach and restore the ressonabie integrty of

The notfication required by this section may be delayed it & law enforcement agency determines that the notification will impede a craminal investigation
Timing of Notification t0 | The notification required by this section shall be made promptly after the Law enforcement agency determines that it will not compromase the
Individuals Imvostigation

Medical Information-Specific Statute
The covered entity must notfy affected persons no
cavered entity may delay noti

e than 15 business days after the unauthorized access, use, of disclosure has been detected. The
for law enforcement purposes under certain Circumstances

o otk adt Moo ey raechsetnton pucamet ot echn o e hm SO0 il kot 0 el
of & single beeach of the security system shall electronically submit a single sample Copy of that security breach notification, excluding ary personal
identifabe nfcrmation 1 1 siarmey geoerl. A S samole cop of & securty bresch Pobfication shalnot b deemed 1 be wilin subdison () of
Notifications to Section 6254 of the Government Code.

Regulators’
o Information-Specific Statute
A coered entity must notdy the Calornia Department of Mealth Servces no later than 15 days after it defects the unsutherized
aaciosure
Any customer injured by a violation of this itie may Insttute a civl action 1o recover damages. Any business that viotates, proposes 10 violate, o has
olated ths ttle may be enjoined.
Medical Statute
Cause of Action/ No private rght of actions for violations. The California Department of Health Services may imoose the foilowing penaities agains! cavered entities that
Penalties’

violate the medical information statute: (1) $25,000 per patient whose infoemation was unkawfully ot without authorization accessed, used, or disciosed,
(2) up to $17.500 per subsequent occurrence of nlawful or unau
the entity fails to provide timely notice, $100 per day

horized access, use, o disclosure of that patient's medical information; andior (3) if
first 15 clay pericd. Total penaities for & single event may not exceed $250,000.
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Purpose Driven Security

Duty of Care Risk Analysis

Three Stories

A Target
I Passing PCI ROC
i Infamous breach of 40M credit cards
i Over 1M cards used fraudulently with over $57M stolen
i Fines and lawsuits over $100M
A University of Pittsburgh Medical Center
T 22,000 employee records breach
T Hundreds of employees had identity fraud
T Lower court and Appellate court found no negligence
A LifeLock
i Passing PCI ROC
i No security incident or data breach
i FTC fined them 100M

I OHALOCK™
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The Communication Gap

INFOSEC ﬁ

QHALOCK' ;

Presenters

MODERATOR:

Jennifer Rathburn Terry Kurzynski,
CISSP, CISA, RI3A,
Partner 1SO27001 Auditor
Foley& Lardner LLP
Senior Partner
HALOCK Security Labs

I OHALOCK™ -
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Agenda and Introduction

A What is Duty of Care?

A Judgment Day; The Questions

A Duty of Care Risk Analysis Explained

A The Origins of Risk in Modern Legislation

A Calculating Acceptable Risk

A Current Security Assessments Are Failing Us
Az KI 6 Qa bSEGK

I QHALOCK -

What is Duty of Care?

A If you are breached and your case goes to litigation, the judge
gAff RSOUSNWYAYS 6KSOGKSNI 82dz K

At KS fS3I t daoycaré LIt & R2 B Ra@zS OI |
that organizations demonstrate they usedntrolsto ensure

that risk waseasonableto the organizatiorand appropriate
to other interested partiest the time of the breach.

. QHALOCK -




9/19/2018

But the FTC Failed to Define Reasonable

A 2013 FTC file§ complaint aqaihabMDfor failingvto protect the security of
O2yadzYSNREQ LISNRZ2Y I RI Gl

AcC¢/ +tt BaBMDiailed t pravideteasonableand appropriatesecurity for
LISNE2YFE AYF2NYI GA2Y 0f

Awnmn 12d2aS /2YYAGGSS KSENRY3IT 64C¢/ R2
ASOdzNAGé LINPANIY U2 NBFTSNI U2 o0p¢

A 2016LabMDfiled a petition for review

A June 2018 Federal appeals court reverses FTC order directing the now defunct
LabMDto overhaul its data security program

NS
K
I OHALOCK -

Multi-FactorBalancing Test

A Judges use the muitactor balancing tesin negligenceases

A Was there a duty of care obligation?

A Was due care performed adequately?

QOHALOCK =
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Factors for MultiFactor Balancing Test

(1) the injury is too remote from the negligence ; or (2) the injury is too wholly out of proportion to the culpabilityof the negligent  tortfeasor,

or (3) in retrospectit appearstoo highly extraordinarythat the negligence _shouldhavebroughtabout the HARM ; or (4) becauseallowanceof
recoverywould placetoo unreasonablea burden on the negligent tortfeasor, or (5) becauseallowanceof recoverywould be too likely to open
the way for fraudulentclaims or (6) allowancefor recoverywould enter a field that hasno sensibleor just stoppingpoint€ 6n the defendantof
taking precautionsagainstthe risk, (9) the R S T Sy Rbiligp (toQeéercise due care, (10) the consequencesn societyof imposingthe burdenon
the defendant,(11) public policy, (12) the normal expectationsof participantsin the R S ¥ Sy’ Rdtiwfyli(XBthe expectationsof the partiesand of
society,(14) the goalof preventing future injuries by deterring conductin which the defendantengaged(15) the desireto avoidanincrease in

litigation , (16) THEDECISIONSFOTHERURISDICTIONS?) the BALANCE(f the foreseeablerisk of injury versusthe burdenof preventingit (i.e.,
the LearnedHandformula), (18) FAIRNES89) logicand science(20) the desireto limit the consequencesof wrongs(expressedn New Yorkasthe
desireto curbthe likelihood of unlimited or insurerlike liability), (21) the handof history, (22) idealsof morality andjustice,(23) the convenienceof
administration of the resultingrule, (24) socialideasabout where the LIt | A yodsshBFd®l, (25) whether there is socialconsensughat the
LIt | A wsSektetiftedastis worthy of protection, (26) communitymores,(27) whether the injury is too remote from the R $ ¥ S y Bdnd(dt, @8
whether the injury is out of proportion to the R § ¥ Sy Rilong {29 vhether the imposition of a DUT Ywould openthe way to fraudulentclaims,
(30) whetherthe recognitionof a duty would enter a field with no sensiblestoppingpoint, (31) the costand ability to spreadthe risk of loss (32) the
O 2 dzidpefidnce,(33) the desirefor a reliable, PREDICTABL#d CONSISTENBODYOFLAW (34) public policiesregardingthe expansion or

limitation  of new channels of liability , (35) the potential for DISPROPORTIONAIEKand reparation allocation, (36) whether one party
had superiorknowledgeof the relevant risks (37) whether either party had the right to control or had actual control over the instrumentality of
harm, (38) the degree of certainty that the plaintiff  suffered injury , (39) the moral blame attachedto the R $ ¥ S y Rdnglét, @8) the
FORESEEABILONTHEPLAINTIFF41) economicfactors,and (42) a considerationof which party couldbetter bear the loss .

. QHALOCK -

Multi-Factor Balancing Test

A What they all have in common
I Social Utility
I Was the Risk Foreseeable
i Potential Impact or Injury
I Burden of Safeguards
i Relationship Between the Parties

i QHALOCK -
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Preparing for a Data Breach

What Judges Will

Ask You After
Your Breach

AThe day you are sued for a data breach FE
you will be asked eight questions that
you will want to be prepared for.

Duty of Care Risk Analysis

calculating the likelihood of

WHAT IS YOUR DEFINITION OF
ACCEPTABLE RISK?

I OHALOCK™

Question 1

A Was the breach against the plaintiffreseeable?

I OHALOCK™ -
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Question 2

A Did you consider th@npact of the foreseeable harm that this
breach could have caused?

I OHALOCK™ -

Question 3

A What did the public and the injured parties gain by you
engaging in the risk?

I OHALOCK™
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Question 4

A What did you gain by engaging in the risk that led to the
breach?

I OHALOCK -

Question 5

A What alternative safeguards would have mitigated the risk?

I OHALOCK® -
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Question 6

A Would those alternative safeguards have imposed an undue
burden on you?

I OHALOCK =

Question 7

A How well would these alternative safeguards have reduced the
risk of harm (impact)?

I OHALOCK

12



